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1. OcHoBHBIE MT0JIOKEHHS

O6paboTka 1 obecreueHne Ge30NaCHOCTH EPCOHANBHEIX JaHHBIX B AKIMOHEPHOM OOIIECTBE
«Cunapa — TpancropTHble MaIIMHBED) CTPOUTCS HA OCHOBE YBaXKCHHS NpaB U 3aKOHHBIX MHTEPECOB
pabOTHUKOB, a TAKXKE TPETHUX JIHIL (Hajiee — CyObeKTOB IePCOHANBHBIX JaHHbIX) U OCYIIECTBIISETCS B
COOTBETCTBHH C HOpMamH (eIepajbHOro 3aKOHOMATENbCTBA IIPH YCJIOBHH COOJIIONEHHS HUX
KOH(QHIEHIUATBHOCTH 1 6€30MaCHOCTH IPOIIECCOB UX 00pabOTKH.

Hacrosmas [Tonuruka o6paboTKu IepCOHANbHBIX NaHHBIX (nanee - [lonuTuka) AKUHOHEPHOTO
obmectsa «Cunapa — Tpancnoptaeie Mamussn (nanee — AO «CTM», Onepatop):

— paspaboTaHa B HensX OOeCleYeHHs peanu3anyu TpeOoBaHMH 3aKoHoAaTenbcTBa PO B
obyacTi 00pabOTKKM MEPCOHATBHBIX NAHHBIX CYOBEKTOB NEPCOHANLHBIX JaHHBIX, B COOTBETCTBUH C
nosoxeHussMu Mexaynapoanoro npasa, Korncruryuuu PO, Tpynosoro konekca PO, denepanbHOro
3akoHa 152-®3 «O mepcoHaNbHBIX MAHHBIX» M HHBIX HOPMATHUBHBIX aKTOB, JEHCTBYIOLIMX Ha
TeppuTopHu Poccuiickoit Demepanuu B paMKax TPYIOBBIX U IPaXkKAaHCKO-NIPABOBBIX OTHOIIECHHIA;

—  packpblBa€T OCHOBHBIE KaTeTOPHH  MEPCOHANbHBIX  NaHHBIX, 00pabaThIBACMbIX
OmnepaTopom, I1ejH, Cnoco0bl U MPUHIKIBL 00paboTku OnepaTopoM NMEPCOHANBHBIX TaHHBIX, IpaBa U
o6s3anHocTH Omneparopa mpu 00paboTKe MEePCOHANBHBIX JaHHBIX, IIpaBa CyOBEKTOB MEPCOHATBHBIX
JaHHBIX, a TAaKXKe IepedeHb Mep, NpuMensieMbix OmepatopoM B HelsiX obecredeHus: 0e30macHOCTH
MepCOHATBHBIX JIaHHBIX TPH UX 00paboTke;

—  SBISETCS OOIIEAOCTYIMHBIM JOKYMEHTOM, JACKIAapUPYIOUIMM KOHUENTyalbHbIe OCHOBBI
nesitenbHOCTH Ornieparopa npu 00paboTKe NEPCOHANBHBIX JaHHBIX.

CucremMa 3aIIMTBHI MEPCOHATBHBIX JaHHBIX OCHOBBIBAETCS Ha pealM3alMU JOCTAaTOYHBIX H
HEOOXOJUMBIX OPraHU3allMOHHO-TIPABOBBIX W TEXHUYECKUX MeEp, OINpPENENIEMBIX IEHCTBYIOUIMM
3aKoHOIaTeILCTBOM P® u oTpakeHHBIX B «llonoeHun 1o 3amure NepCOHaNbHBIX JaHHBIX» H HHBIX
JIOKaJIbHBIX HOpMaTUBHBIX akTax AO «CTM».

2. OcHOBHBIE NPHOPHTETHI B 00/1aCTH 3ALIUTHI NIEPCOHAJBHBIX JAHHBIX

OCHOBHBIM TIPHOPHUTETOM TO 3aIuTe NepcoHaNbHbIX JaHHBIX B AO «CTM» saBnsgercs
HEYKOCHHUTEJbHOE COONIIO/IEHHE 3aKOHHBIX MHTEPECOB CYOBEKTOB IIEPCOHANBHBIX HaHHBIX, IPH
00paboTKe UX MEPCOHANBHBIX TAaHHBIX B paMKax TpeOOBaHM TeHCTBYIOIIEro 3akoHoaaresscTea PO.

3. [IpuHuMIIbI 00PadOTKH NMEPCOHAIBbHBIX JAHHBIX

O6paboTKa MepcoHANbHBIX JaHHBIX OCYIICCTBIISETCS C yYETOM HEOOXOIUMOCTH OOecrnedeHus
3alMThl TpaB W CBOOOJ CYOBEKTOB TMEPCOHAJIBHBIX MTaHHBIX, B TOM 4YHCIE 3allMTHl IIpaBa
Ha HEMPUKOCHOBEHHOCTh YacTHOM JKM3HH, JHUYHYIO M CEMEWHYI0 TailHy, Ha OCHOBE CIIEHYIOILUX
MPUHIUIIOB:

— 00paboTKa nepcoOHANBHBIX JAaHHBIX OCYIIECTBIISETCS] Ha 3aKOHHOM OCHOBE;

— 00paboTKa mepcoOHANBHBIX NAaHHBIX OrPAaHMYUBACTCS JOCTHKEHHEM KOHKDETHBIX, 3apaHee
OTpe/IeNIEHHBIX U 3aKOHHBIX LIeJel;

— He Jomnyckaercss oOpabOTKa NMEepCOHATBHBIX IaHHBIX, HECOBMECTHMAs C IelsMU cOopa
MEPCOHAIbHBIX JaHHBIX;

— coaepxaHue U 0o0beM oOpabaTbiBaeMbIX TEPCOHATBHBIX JAHHBIX COOTBETCTBYET
3asBJICHHBIM LENsAM 00pabOTKH, HE JOMycKaeTcsi M30BITOUHOCTH 00padaThIBAEMbIX NEPCOHATBHBIX
JTAaHHBIX 110 OTHOLIEHMIO K 3asBICHHBIM IIeJIIM UX 00paboTKH;

— 1npu o00paboTKe MEepPCOHAIBHBIX JaHHBIX OOECIEUYHBACTCS TOYHOCTh IEPCOHATBHBIX
JIaHHBIX, HMX JIOCTATOYHOCTh, AKTYaJIbHOCTh IO OTHOLIECHHIO K IEIsIM 00pabOTKH MEepPCOHAIbHBIX
JTAaHHBIX, IPUHUMAIOTCS. HEOOXOIUMBIE MEPHI IO YIATCHHIO MJIH YTOUHEHHIO HETTOJIHBIX UM HETOYHBIX
NIEPCOHAIBHBIX JTaHHBIX;



—  00paboTKa NMepcoOHaNBHBIX JaHHBIX HEOOXOIMMAa JUISl 3alUTHI )KU3HHU, 310POBbs UM HHBIX
’KHU3HEHHO Ba)XHBIX HHTEPECOB CYOBEKTa IEPCOHAJBbHBIX JAaHHBIX, €CIIH IOJYYeHHE COIJIacHs Ha
TAKOBOE HEBO3MOXKHO;

—  JIONyCKaeTcsl OCYyLIeCTBICHHE O0O0pabOTKM NEPCOHANBHBIX JTaHHBIX, IOIEKAIIMX
ONyOJMKOBaHUIO HJIM  00S3aTebHOMY  PAcKphITHIO B COOTBETCTBHH € JICHCTBYIOIINM
3aKOHOJaTeNbCTBOM PD;

—  XpaHeHWe MEePCOHAJBHBIX JAHHBIX OCYIIECTBIseTCs B GOpMe, MO3BOJIAIOLIEH OMpeNeauTh
cyOBheKTa IEPCOHANBHBIX NaHHBIX, HE JOJIbIIe, YeM TOro TpeOyIOT Iend 0OpabOTKH MepCOHAbHBIX
JIaHHBIX, €CJIH CPOK XPaHEHHWs INEPCOHAIBHBIX aHHBIX HE YCTaHOBJIEH 3aKOHOAATENbCTBOM PO,
JIOTOBOPOM, CTOPOHOM KOTOPOTO, BBITOJONPHOOPETATENEM HIIM NIOPYUHUTENIEM 10 KOTOPOMY SIBIISETCS
CYOBEKTOB IIEPCOHATBHBIX JAHHBIX;

— oOpabarbiBaeMble TI€PCOHAIBHBIE [aHHBIE YHHUYTOXAIOTCS JHO0 00€3IMYMBAIOTCS
I10 JTOCTHYKEHHUHU 1ieiel 00pabOTKH MK B ClIydae yTpaThl HEOOXOIUMOCTHU B JOCTHIKEHHH 3THX LENICH,
€CII HHOE HE TPEIYCMOTPEHO AEHCTBYIOIIMM 3aKOHOATeNbCTBOM PO,

—  ofecneuenre KOH(PUIEHIHATBHOCTH TIEPCOHATIBHBIX JaHHBIX IPH UX 00pabOTKe.

Onepatop B CBOEH JEATENBHOCTH OOecrmeynBaeT COOJIONEHHE IPHHIHUIOB 00pabOTKH
NEePCOHANBHBIX JaHHBIX, YKa3aHHbIX B cT. 5 ®enepambHoro 3akoHa 152-®3 «O mnepcoHalbHbBIX
JTAHHBIX).

Omepatop He  ocylmecTBisieT 00pabOTKy  OHOMETpHYEcKHX  (CBEIEHHUsS,  KOTOpBIC
XapaKTepU3yIOT (U3HOTOrHYEcKHe U OHONOrHuecKHe 0COOEHHOCTH Y€I0BEKA, HA OCHOBAHHH KOTOPBIX
MO’KHO YCTAHOBHTH €r0 JTJHYHOCTH) IEPCOHANBHBIX JaHHBIX.

OnepaTop He OCYIIECTBISET TPAHCTPaHUUHYIO Iepefady HNEePCOHAIBHBIX NaHHBIX (Tepesaya
MEPCOHATBHBIX JAHHBIX Ha TEPPUTOPHIO MHOCTPAHHOIO IOCYJapCTBa OpraHy BjacTH HHOCTPaHHOIO
roCyaapcTBa, HHOCTPAHHOMY (pH3HYECKOMY JIHILY WIIH HHOCTPAHHOMY IOPUANYECKOMY JIHILY).

OnepaTopoM co3/1aHbl OOINEOCTYIIHbIE MCTOYHUKH IEPCOHATBHBIX NaHHBIX (CIPABOYHHUKH,
ampecHble KHUTU U 1p.). [lepcoHanpHble NaHHBIE, COOOIIAEMBIE CYOBEKTOM NMEPCOHATBHBIX JaHHBIX
(Oamunust, UMsI, OTUECTBO, JaTa POXKICHUs, pabounii Homep TeraeoHa U aapec NEKTPOHHOM IOYTHI,
cBeleHuss O mpodeccuu, IODKHOCTH, MecTe palOoThl, TaOENbHBIA HOMED, HHBEIE CBEICHHS,
IpeNOCTaBJIeHHble CYOBEKTOM MEPCOHANBHBIX JAHHBIX JUIS pa3MeIeHUuss B  OOINENOCTYIHBIX
UCTOYHHUKAX IE€PCOHABHBIX JAHHBIX) BKIIOYAIOTCS B TaKHe HCTOYHHUKHM TOJNBKO C HMHUCBMEHHOIO
coryiacusi cyobeKTa IepCOHaTbHBIX JaHHBIX.

4. Lleau 00padoTKH NMePCOHATbHBIX JAHHBIX

O0paboTka mepcoHalbHBIX AaHHBIX paboTHHKa AO «CTM» ocymecTBiseTcss ¢ LENbIO
CONIEHCTBUSI €My B OCYIIECTBJIICHHH TPYAOBOH NEATENHHOCTH, OOecreyeHusl JIUYHOH Oe30MacHOCTH,
ydeTa pe3yibTaToB HCIOJHEHHS TPYAOBOH NESATENbHOCTH, a TaKXe Haubosee MOJHOIO HCIOJHEHHS
AO «CTM» 00s13aTebCTB B COOTBETCTBUHU € JCHCTBYIOUINM 3aKOHOAATEIbCTBOM PD.

O6paboTka TEepCOHANBHBIX MAHHBIX TPETHUX JIMI[ OCYIIECTBIIAETCS B LENIX 0OecnedeHus
cobmonenust Koncrurynun P®, OenepanbHbIX 3aKOHOB U MHBIX HOPMATHUBHBIX IPaBOBBIX akTOB P®,
BBIIIOJIHEHHST TOTOBOPHBIX 00s13aTenbcTB AO «CTM», npenoctaBienysi BO3MOXXHOCTH KOHTpareHTaM
BBITNIOJIHEHUS JOTOBOPHBIX 0053aTENbCTB, BBIIOJIHEHUS CIIYKEOHBIX 003aHHOCTEH rocyjapCTBEHHBIMU
OpraHaMH, OpraHaMHd MECTHOTO CaMOYIpaBJICHUs, a TakKe B LesIX 3alluThl MpaB U 3aKOHHBIX
MHTEPECOB CYObEeKTa MePCOHANBHBIX JaHHBIX, IPEAYCMOTPEHHBIX 3aKOHOAaTeIECTBOM PO.

JlonyckaroTcss UHbIE Iend 0OpabOTKU IMEPCOHANBHBIX NaHHBIX B ClIydae, €ClIM YKa3aHHbIE
JIENCTBUS HE IPOTUBOpEYaT 3aKkoHoaaTenbcTBy PD 1 Ha mpoBeeHUe yKka3aHHOM 00pabOTKH MOIy4eHO
coriacue cyObeKTa epCOHaIbHBIX TaHHBIX.
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5. CaegeHusi 0 TPETbUX JHIAX, OCYIIECTBISIOMHAX 00pad0TKY MepCOHATBHbBIX JAHHBIX

B nensx coOomeHus 3aKoHonaTenscTBa P®, U1 NOCTHKEHHS 1eieid 00paboTKH, a TaKkxke B
MHTEpecax M ¢ coryacus CyObeKTOB MePCOHANBHBIX JaHHBIX, Omepatop B X0J€ CBOEH ACATENBHOCTH
[peI0CTaBIISIET IEPCOHATBHBIE JaHHbIE CIIENYIOUIMM OpPraHu3alHsM:

—  depgepaybHOI HANOTOBOH ciyx0e Poccun;

— Ilencuonnomy ¢ouay Poccun;

—  HerocymapcTBeHHBIM IEHCHOHHBIM (hOHIAM;

—  CrpaxoBbIM KOMITaHHUSM;

—  KpeautHsIM opraHusanysM;

—  JIMIEeH3WpYIOIUM W/WIM  KOHTPOJHMPYIOLIMM OpraHaM TIOCYJapCTBEHHOW BJIaCTH H
MECTHOTO caMOyTIpaBJICHHS.

Ha ocHoBaHuM cOOTBETCTBYIOIEro norosopa Omeparop mopydaer AO I'pynma Cumzapa,
BBICTYIAOIEMY B kadecTBe [loBepeHHOr0, BeCTH 00pabOTKy ¥ XpaHEHHUE MEPCOHATBHBIX TaHHBIX.

6. Mepbl 0 o0ecnedeHnIo 6e30MacHOCTH MePCOHATBHBIX JAHHBIX IIPH HX 00paboTke

Oneparop npu 06paboTKe MepcOHATbHBIX JaHHBIX NPUHUMAET BCe HEOOXOAUMBIE TPABOBBIE,
OpraHu3allMOHHbIE U TEXHHYECKHE MepBl JUI1 HX 3alUThl OT HENPABOMEPHOIO WM CIy4aiHOro
JOCTYNa,  YHHUTOXEHHS,  W3MEHEHHUs,  OJIOKMpOBAaHUS,  KONHMPOBAaHHSA,  IPEIOCTABICHUS,
pacnpoCTpaHeHHUs], a TAKXKE OT UHBIX HEIIPABOMEPHBIX JEHCTBUHM B OTHOLICHHH HHX.

Omnepatop obecreynBaer 6e30MaCHOCT MEPCOHANBHBIX JAHHBIX CIIEIYIOIUMH CIIOCOOaMH:

—  OCYINECTBNIS€T BHYTPEHHHH KOHTPOJb W/WIM ayIuT COOTBETICTBHA 00paboTKH
NEepPCOHANBHBIX JaHHbIX @DemepanbHOoMy 3akoHy oT 27.07.2006 Ne 152-03 «O nepcoHalIbHBIX
JMAHHBIX» W MPUHATBIM B COOTBETCTBHHM C HHMM HOPMATHBHBIM IIPDAaBOBBIM aKTaM, JIOKaJIbHBIM
HopMmatuBHBIM akTaM AO «CTM» B 001acTu opranu3anuy paboTsl C NEPCOHATBHBIMH JaHHBIMH.

— pa3MelnaeT Ha caiiTe WIM HHBIM 00pa3oM obecrneunBaeT HEOrpaHMYEHHBIA JOCTYII
K HacTtose# [Tonutrke;

—  Ha3HayaerT JIMII0, OTBETCTBEHHOE 3a OpraHU3aIuio 00pabOTKU NEPCOHANBHBIX JaHHBIX;

— ToNy4YaeT IHMCBMEHHOE corjiacie cyObeKTa MepCOHATBbHBIX [aHHBIX Ha 00paboTKy
IIEpCOHABHBIX JaHHBIX, 32 UCKIFOYEHHEM CIIy4aeB, MPeyCMOTPEHHBIX 3aKOHOAATENBCTBOM PO,

— ycTaHaBJMBaeT NpaBWiIa JOCTyHa K TMEPCOHATBHBIM JaHHBIM, 00pabaThIBa€MbIM B
HH(POPMAIIMOHHON CHCTEME TIepCOHAIBHBIX JaHHBIX, IepedeHb paboTHuKOB Omnepatopa U
[ToBepeHHOTO, MOMYyLIEHHBIX K O0OpabOTKE M XPAaHEHUIO IEPCOHAIBHBIX JaHHBIX, a TaKXke
o0eCreuynBaeT PerucTpaIfio U ydeT BCeX ACUCTBHI, COBEpLIAEMBIX C MEPCOHAIBHBIMH JAaHHBIMH B
MH(POPMALIMOHHOH CHCTEME IEPCOHATIBHBIX JAHHBIX;

— monydaeT nuchMeHHble OOs3arenbcTBa O HepasrallleHHH NEePCOHAIBHBIX JaHHBIX OT
pabotaukoB Omepatopa u IloBepeHHOro, MOMYIIEHHBIX K 00pabOTKE M XPaHEHHIO MEPCOHAIBHBIX
JAHHBIX;

—  3aKJII0YaeT COOTBETCTBYIOWIMH moroBop ¢ IloBepeHHBIM Ha 00pabOTKYy M XpaHEHHE
[EPCOHANBHBIX JAHHBIX;

— obecne4yuBaeT 03HaKOMJIEHHE U (MIM) oO0ydyeHue pabotHukoB OnepaTtopa u IloBepenHoro,
HETOCPEACTBEHHO OCYIIECTBJIAIONMX 00paboTKy MNEepCOHANBHBIX MAaHHBIX, C IOJIOKEHHSIMHU
3aKkoHojaTenscTBA P® 0 mnepcoHanbHBIX JaHHBIX, B TOM 4YHCIe C TpeOOBaHHUSMHU K 3alluTe
IIEPCOHAJIBHBIX JAHHBIX, JIOKAJbHBIMU HOpMaTUBHBIMU akTaMu AO «CTM» B obnactu opraHu3anuu
paboThI ¢ NEPCOHATHLHBIMH JTAHHBIMH;

— ompenenseT yrpo3bl 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX NpU HUX 00paboTke B
MH(GOPMALMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHbBIX;



—  [pHMeHseT OpraHM3alMOHHbIE W TEXHHYECKHE Mephl 110 oOecnedeHHIO Oe30MacHOCTH
NEPCOHANBHBIX MAHHBIX NMPH UX 00paboTke B MH(OPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX NAHHBIX,
HeoOX0IUMBIE TS BBITTOJIHEHUS TPeOOBaHUM K 3aLIUTE IEPCOHAIBHBIX JaHHBIX;

—  BbIABIASET (AaKThl HECAHKIIMOHUPOBAHHOIO JOCTyNa K IEPCOHATbHBIM JaHHBIM U
NPUHUMAET COOTBETCTBYIOIINE MEPHI;

—  BOCCTAaHABJIUBAeT MEPCOHANBHBIE [aHHBIE, MOJUGHLUPOBAHHBIE WM YHHYTOXEHHbIC
BCJICJICTBHE HECAHKIITMOHMPOBAHHOI'O JOCTYIA K HUM;

—  OCYUIECTBISICT  XpPaHEHHWE  MAaTepHAIbHBIX  HOCHTENEH  IEPCOHANBHBIX  JaHHBIX
C COOJTIOZICHUEM YCJIOBUH, 00€CIeYHBAIOUIMX COXPAHHOCTD MEPCOHAIBHBIX JaHHBIX W MCKIIIOYAIOIINX
HECAHKIIMOHUPOBAHHBIHA JOCTYI K HUM;

— mpekpam@aer — oO0paboTKy M yHHYTOXXAeT  IEPCOHAJbHBIE  JaHHBIE B CllydasX,
MpeIyCMOTPEHHBIX 3aKOHOIaTeNbCTBOM PD;

—  coBeplIaeT HHbBIE NIEHCTBHUS, IPETyCMOTPEHHbIE 3aKOHOAaTeNbCTBOM PD.

OO0s13aHHOCTH JIOJDKHOCTHBIX JIMI, OCYIIECTBIISIOIUX OOpaOOTKy M 3allUTy IEPCOHAIBHBIX
JMAHHBIX, & TaKXKe MX OTBETCTBEHHOCTH, ompeneistorcs B «llojoxeHHH mo 3aluTe IepcOHAIbHBIX
JAHHBIX» U UHBIX JJOKAJIBLHBIX HOpMaTHBHBIX akTax AO «CTM».
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